
COMSM0120 2024 TB2

Security of Industrial Control System

Individual Assignment

Topic:
Analysis of EV Charging on the Smart Grid

Student No: 2451975

Word Count: 2936

Faculty of Engineering
School of Computer Science

University of Bristol

1



Contents

1 Introduction 3

2 EV Charging and Smart Grid Infrastructure 3
2.1 Home Charging . . . . . . . . . . . . . . . . . . . . . . . . . 4
2.2 Commercial Car Parks . . . . . . . . . . . . . . . . . . . . . 4
2.3 Communication Networks . . . . . . . . . . . . . . . . . . . . 5

3 Security Vulnerabilities 6
3.1 Key Vulnerabilities in Protocols . . . . . . . . . . . . . . . . . 6

3.1.1 CAN Protocol . . . . . . . . . . . . . . . . . . . . . . 6
3.1.2 3G/4G Networks . . . . . . . . . . . . . . . . . . . . . 6
3.1.3 LAN (Local Area Network) . . . . . . . . . . . . . . . 7

3.2 Key Vulnerabilities in Components . . . . . . . . . . . . . . . 8
3.2.1 Charging Management System (CMS) . . . . . . . . . 8
3.2.2 Local Power Distribution Unit (Including SCADA) . . . 9
3.2.3 Smart Meters . . . . . . . . . . . . . . . . . . . . . . 9

4 Attack Methods 10
4.1 CAN Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . 10
4.2 3G/4G Networks . . . . . . . . . . . . . . . . . . . . . . . . . 11
4.3 LAN(Local Area Network) . . . . . . . . . . . . . . . . . . . . 11
4.4 Charging Management System (CMS) . . . . . . . . . . . . . 12
4.5 Local Power Distribution Unit (Including SCADA) . . . . . . . 12
4.6 Smart Meters . . . . . . . . . . . . . . . . . . . . . . . . . . 13

5 Mitigation Strategies 14
5.1 Can Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
5.2 3G/4G . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5.3 LAN(Local Area Network) . . . . . . . . . . . . . . . . . . . . 16
5.4 Charging Management System (CMS) . . . . . . . . . . . . . 17
5.5 Local Power Distribution Unit (Including SCADA) . . . . . . . 18
5.6 Smart Meter Security . . . . . . . . . . . . . . . . . . . . . . 19

6 Conclusion 20

7 Future Works 20

2



1 Introduction

The growing popularity of electric vehicles is driving a rapid increase in
charging stations. These networks use modern communication systems
and smart grid connections to improve efficiency and promote sustainabil-
ity. However, this development also poses security risks. Because these
systems rely on network communication, cloud management, and two-way
power flow, they can be vulnerable to cyber attacks that could disrupt the
power grid, compromise user data, or damage system integrity.

This report looks at the weak points in EV charging networks. It highlights
potential risks in how these systems communicate, verify users, and man-
age energy. Various types of attack, including unauthorized access, denial-
of-service attacks, and firmware manipulation, can seriously undermine the
security and reliability of these networks. To protect the EV charging infras-
tructure from these evolving cyber threats, it is crucial to implement strong
security measures.

2 EV Charging and Smart Grid Infrastructure

Figure 1: Smart Grid Ecosystem
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2.1 Home Charging

Home charging is currently the most common means of charging elec-
tric cars. EV owners with access to a private parking space that can be
equipped for charging can charge overnight, which is not only convenient
but also typically takes advantage of lower electricity prices while demand is
relatively low[1]. Home-based EV charging uses smart meters and Wi-Fi/4G
communication with energy providers. These systems require authentica-
tion protocols to prevent unauthorized access. However, their connectivity to
the smart grid, cloud-based platforms, and wireless networks exposes them
to cybersecurity threats, including unauthorized access, data interception,
and remote manipulation.

Component Function

EV Charging Station
(EVCS)

Connects to vehicles via CAN protocol.

Smart Meter
Tracks grid consumption and V2G returns via

3G/4G.

Distribution Panel
Manages power flow between grid, solar, and

EV.

Solar Panels
Generate renewable energy for home/EV

use.

Table 1: Components of Home EV Charging Systems

2.2 Commercial Car Parks

In commercial car parks, a centralized Charging Management System
(CMS) manages hundreds of EVCS units via a local LAN, ensuring effi-
cient scheduling and remote control. The Local Power Distribution Unit, in-
tegrated with SCADA systems, regulates and monitors power flow between
the grid and chargers, while smart meters track energy usage for accurate
billing and grid stability. This integrated infrastructure optimizes energy dis-
tribution and reliability across the charging network[2].

4

https://www.iea.org/reports/global-ev-outlook-2024
https://pdf.sciencedirectassets.com/271479/1-s2.0-S0142061521X00105/1-s2.0-S0142061521010048/main.pdf?X-Amz-Security-Token=IQoJb3JpZ2luX2VjEFIaCXVzLWVhc3QtMSJHMEUCIQDlJ%2FgptPDvm0l1fsZ5TKLcvuwd8iD0MFWwqYVj%2BcfiWQIgKaQcMwFtuk1qMmkQr8wbR53h9KMKzL1P2N0raEiq6%2BoqvAUIq%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FARAFGgwwNTkwMDM1NDY4NjUiDGVvzygZkyEfp4wehiqQBYQXNvQPW569kNJW6r6NFP0g8pN3Wnkdp80odaPACvFdisyPuJKC0zYeeRjbxp764OM%2BZitsyWxHWbsz8eoAWXIqmjgTnSiEFUuz2NqpWNk8ys4M8Ld4x9soyyX%2BZGrIgQ3ASf0wsItGu4Y8CDnIGyq7Ej8YcqT0QwYPSKut0EINX2eXEB4Ddlyw76%2F414zq6EAZhqHetjNBUGaVF%2FAUR0BRKzMpddbD5Be6oMhhUbsFd3GHIl8Pq4HXGlj3%2B3%2BohnweNQIrBNgSky8NNxiLz3JddEtpw9ypA1M8thumjTj4N5ujbwc4LEwsfJo0YHwvDXghkI1%2B0Zd8TsUoAcej1ghE%2B7nnnll%2BrP96Bh3WVvP14h8c4LK2nnWy8kAZG%2BLNJ8y6R67GuO5csfZ5A3uRxqiZt8JwdWNBjSiltv2Z5WnWvHXwQhr1dqRrD3TEr1TRHQA%2F770irL4iEVpmZl6OOE8EIOjLOl0EDzqsbGnSxd6NKItAKgwNhJwUhrZRuzcpOBVr1fy7Uqq8KpG1VaNEb0ZK%2FPe9t%2Bm3e6Mwo65%2BNZnd2ALbxZ6IQgUHHnm3h2duFQydtzUgeW1TfooSrt%2FDqL%2Fr8dUaCl8wzmfbWYHdrEEt6lzNpzYBu0MaWeWmcy9NeMMMwrzYT5R97Pz2uQkco4%2BfY7lpoekQ4oSDwYASBbHyQJEICaj00AACDDw2KOrG041TlLX8AwlRCKXyTBclgsfMCCoq5gdIxuonrQHDZuXQdlX1pr9z5%2FL6spNiROcoPwpgW0FnsvGrTvahjbezseTLE4Yp2QTLLswlyfTxxmA0%2Bqc3TdnHCcjr1mHqcrSXNehsEOYwnfM7LujUlc6Mw2g1d6HemzhlrPwO1OPNzL8RMP%2FN9r4GOrEBLMc9Ja7t88gObncT2kR3BmIrYrTzRttZsFNAp34nv4U4sie9yU%2FIFaykBZ2%2Fw6xBJLJ4NuAhA3VrPj8372LUJCuubSFaEUHBvWsliU4e2e7ehaVn4LzcF4fXc5tPsnrXjweOhGaZ1YKctcBrWfdWoOwYpwCi287kKHNAGe97DD2k91N2R4%2F2vq7cQlaliW7JIL7HgCbMuxRnOITCQmWey4QfCMvDpV2fMB%2BtQ0xslS7z&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20250321T185810Z&X-Amz-SignedHeaders=host&X-Amz-Expires=299&X-Amz-Credential=ASIAQ3PHCVTYV64C4EC7%2F20250321%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=0505bea6bba7744280ab4c1e92652e2e67df4092aeeb57b6debc366fa62fb5c2&hash=9e435b6f18130ec81c3940d36821e2022d8bb8817141cb1612e5e311aabcb197&host=68042c943591013ac2b2430a89b270f6af2c76d8dfd086a07176afe7c76c2c61&pii=S0142061521010048&tid=spdf-8b4131ee-3f56-4520-933a-163098b9eb81&sid=dda431bc6d9c06413c4a0278ee344cd7a0c6gxrqb&type=client&tsoh=d3d3LXNjaWVuY2VkaXJlY3QtY29tLmJyaXMuaWRtLm9jbGMub3Jn&rh=d3d3LXNjaWVuY2VkaXJlY3QtY29tLmJyaXMuaWRtLm9jbGMub3Jn&ua=140a575153060305015657&rr=923fade03b8d0bc8&cc=nl&kca=eyJrZXkiOiJ4RlE0empwZW9OaTdBRVN0MDdhdk9FV082TGkwT1ZuTURMTXZpMTFKL3hVMlhwOXIxdHViN214dk5Nb0ZoR0hwWHRFQ2lQeVM2ZTNaUUp6bFUwS2YzNXJFSlBSRlV1c3JDMW1yaTNLazJ3M3duNy9xT2d1MldPUUtEZGp3YU4wVkQ0dHQ4bU5ReFQ5Q1o3b1c0d2pHdmZtSTYvVFpwRnFOWUNlSVUrRGVkbHo4Nk16eCIsIml2IjoiYzQ5ZWE3ZDM4M2YwNDg3ZDMxNTQyYWVlZjM0NzI4NzMifQ==_1742583529124


Component Function

Charging
Management System

(CMS)

Centralized server managing hundreds of
EVCS via LAN.

Local Power
Distribution Unit

Includes SCADA systems for grid interaction.

Smart Meters
Track energy usage for billing and grid

stability.

Table 2: Components of Commercial Car Parks

2.3 Communication Networks

In electric vehicles, the CAN protocol enables real-time communication be-
tween the EV and its charging station, exchanging critical data like battery
status and charging commands. However, since CAN was designed pri-
marily for speed and reliability, it lacks built-in security features, leaving it
vulnerable to potential cyber-attacks if accessed improperly[3]. 3G/4G net-
works revolutionize mobile communication with high-speed, all-IP connec-
tivity across technologies like LTE and WiMAX. While their open architec-
ture supports seamless services like smart meter data in EV applications,
it also brings security risks due to greater exposure and complex links[4].
LANs connect the Charging Management System (CMS) to EV Charging
Stations, enabling quick, reliable data transfer for efficient energy manage-
ment. Robust security and frequent vulnerability checks are essential to
prevent breaches[5].

Protocols Function

CAN
The CAN protocol enables real-time data

exchange between the EV and its charging
station.

3G/4G
3G/4G networks mark a significant leap in

mobile communication by providing
high-speed, all-IP connectivity.

LAN
Local area networks (LANs) provide the

critical backbone connecting the Charging
Management System (CMS).

Table 3: Components of Commercial Car Parks
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3 Security Vulnerabilities

3.1 Key Vulnerabilities in Protocols

3.1.1 CAN Protocol

• CAN networks typically lack proper segmentation, meaning all ECUs
are connected to the same bus. Without segmentation, attacks can
propagate throughout vehicle network.

• CAN protocol does not implement device authentication mechanisms.
Any device connected to the CAN bus is trusted by default.

• Attackers can send unauthorized control commands to modify charging
behavior.

• CAN messages follow predictable patterns and structures. Attackers
can analyze these patterns to develop targeted attacks that blend in
with normal traffic[6].

3.1.2 3G/4G Networks

• Many EV charging stations use 3G/4G networks without end-to-end
encryption, allowing attackers to intercept sensitive information.

• The use of outdated protocols in 3G/4G communications can expose
EV charging infrastructure to interception attacks.

• Vulnerabilities in 3G/4G protocols can be exploited to perform MITM at-
tacks. These attacks can compromise the integrity of communications
between EVs, charging stations, and backend systems.

• EV users can be targeted with phishing SMS aka Smishing messages
designed to steal credentials or install malware on their devices[7].
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3.1.3 LAN (Local Area Network)

Figure 2: Distributed SCADA system

• In unsegmented LANs, a single breach can let attackers move laterally,
risking the compromise of the entire network. Attackers can manipulate
control systems to disrupt power distribution, inject false data, or halt
industrial processes.

• Open ports or insecure services (e.g., Telnet, FTP) with weak authenti-
cation mechanisms can be exploited by attackers. These services can
provide attackers with entry points to modify configurations, exfiltrate
data, or disrupt operations.

• Many industrial systems provide remote access for maintenance and
monitoring using insecure methods. Attackers can exploit these remote
access points to gain entry to the control network.

• Common SCADA protocols like Modbus, Profibus, and DNP3 lack es-
sential security features such as encryption, authentication, and in-
tegrity checks when implemented over LANs[8].
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3.2 Key Vulnerabilities in Components

3.2.1 Charging Management System (CMS)

Figure 3: EV charging ecosystem’s cyber/-physical layers

• The OCPP backend uses only the EVCS ID for authentication, which
can be easily obtained by attackers. CWE-284 (Improper Access Con-
trol), CWE-287 (Improper Authentication)

• Attackers can spoof legitimate EVCS using phantom EVCS, gaining
the same level of access as real EVCS. This allows attackers to hijack
communications and impersonate legitimate charging stations. CWE-
923 (Improper Restriction of Communication Channel to Intended End-
points)

• No limits on the number of parallel connections from phantom EVCS
using the same legitimate EVCS ID. Could cause DoS by overloading
backend resources.

• Authentication relies solely on the EVCS ID, which is easily obtainable.
This single-factor authentication makes it easier for attackers to com-
promise systems.CWE-654 (Reliance on Single Factor in a Security
Decision)[9].
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3.2.2 Local Power Distribution Unit (Including SCADA)

• Older SCADA protocols like DNP3 and Modbus typically do not employ
encryption for data transmission. These protocols often rely on simple
authentication methods that can be easily bypassed.

• Many power distribution systems have evolved organically, resulting
in complex network architectures where SCADA systems may not be
properly isolated from corporate networks or the internet. Attackers
who gain access to less secure parts of the network can pivot to target
SCADA components.

• SCADA systems in power distribution often run on specialized hard-
ware and software that may not receive timely updates. This can leave
known vulnerabilities unaddressed. Attackers exploiting these vulner-
abilities could potentially disrupt power flow or cause equipment dam-
age.

• Many power distribution SCADA components are located in remote
substations. These locations may lack adequate physical security mea-
sures such as locks, surveillance cameras, or intrusion detection sys-
tems[10].

3.2.3 Smart Meters

• Smart meters communicating over wireless networks (like 3G/4G) may
be vulnerable to eavesdropping if encryption is weak or absent. Attack-
ers can monitor transmission patterns to infer information about power
consumption and user presence.

• The Change and Transmit (CAT) policy, where smart meters transmit
only when there’s a significant power consumption change, creates
predictable communication patterns that can be exploited.

• Attackers with access to the firmware update mechanism could upload
customized firmware containing malware. This could give them control
over the smart meter’s operations[11].

• Attackers identify weak smart meters by analyzing network structures
and intercepting unencrypted wireless communications. Using tools
like wireless sniffers or physical access, they gather data, study its
structure and security, and create fake packets to manipulate meter
readings or measurements[12].
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Figure 4: Smart meter with attack existence

4 Attack Methods

4.1 CAN Protocol

• Sniffing Attacks: Attackers monitor CAN bus traffic to collect sensitive
information about vehicle operations, control systems, and potentially
personal data. Can lead to privacy breaches and enable subsequent
targeted attacks.

• Frame Falsifying Attacks: Attackers create and send counterfeit CAN
frames to manipulate vehicle behaviour or trigger specific actions. Can
cause unauthorized control of vehicle functions.

• Denial-of-Service (DoS) Attacks: Attackers overwhelm the CAN bus
with high-priority messages, preventing legitimate communications.
Can disrupt vehicle operations and safety-critical systems by blocking
normal message transmission.

10



• Bus-Off Attacks: Attackers force an ECU into bus-off state by caus-
ing excessive errors, potentially to isolate it from the network. Can
disable safety-critical systems or create opportunities for other attack
vectors[13].

4.2 3G/4G Networks

• Attackers can position themselves between SCADA devices and the
control center, using rogue access points or compromised networks to
intercept and relay communications. i.e MiTM.

• Attackers exploit weak authentication mechanisms in EVCS that use
3G/4G for backhaul communications. They may brute-force credentials
or exploit default configurations.

• Attackers intercept or modify pricing information transmitted over
3G/4G networks between charging stations and central management
systems.

• Attackers exploit input validation vulnerabilities in CMS communica-
tions over 3G/4G networks. They may use SQL injection, command
injection, or other code injection techniques.

4.3 LAN(Local Area Network)

• Attackers can use weaknesses in services that allow remote access to
systems, Once they’re in, they exploit bugs or flaws in software or the
operating system itself to run their own malicious code. Mitre Attack
(Exploitation of Remote Services)

• Once attackers gain access to systems or accounts, they might send
deceptive messages within the organization to steal more data or com-
promise other users. Specifically, high-stakeses Employees Mitre At-
tack (Internal Spearphishing).

• Attackers may take control of preexisting sessions with remote services
to move laterally in an environment. They can use their login details to
access services like telnet, SSH, or RDP, which allow remote connec-
tions to systems. Mitre Attack (Remote Service Session Hijacking)[14].
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• BlueKeep (CVE-2019-0708) is a vulnerability in the Remote Desktop
Protocol (RDP) on older Windows systems. Attackers can exploit it to
execute remote code, create accounts, alter data, or install programs,
all without user interaction [15].

4.4 Charging Management System (CMS)

• The OCPP backend does not properly restrict access to resources, al-
lowing unauthorized actors to gain access. Attackers can exploit this
weakness to gain elevated privileges, read restricted information, exe-
cute commands, or bypass security mechanisms. (CWE-284) [16].

• Attackers can perform man-in-the-middle (MitM) attacks to intercept
and modify data between the EVCS and the backend. (CWE-923) [17].

• The OCPP backend does not limit the number of parallel connections
from phantom EVCS using the same legitimate EVCS ID. Attackers
can flood the backend with multiple connections from the same EVCS
ID, overwhelming the system and causing a DoS [18].

• The OCPP backend relies solely on the EVCS ID for authentication,
which is easily obtainable, making it easier for attackers to compromise
systems. Attackers can easily obtain the EVCS ID and use it to authen-
ticate and gain unauthorized access to the system.(CWE-654)[19].

4.5 Local Power Distribution Unit (Including SCADA)

• As SCADA protocols like DNP3 and Modbus do not employ encryption
for data transmission. Attackers can intercept and modify data in tran-
sit, leading to unauthorized control or disruption of power distribution
systems [20].

• SCADA systems often rely on simple authentication methods that can
be easily bypassed. Allowing attackers to spoof authorized devices or
gain administrative access to control panels.

• Power distribution systems often grow piece by piece, leading to tan-
gled networks where SCADA systems might be poorly separated from
corporate networks or internet, exposing them to security risks. Attack-
ers who gain access to less secure parts of the network can pivot to
target SCADA components.
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• SCADA systems in power distribution often use specialized tech that
lacks timely updates, leaving them vulnerable. Attackers can gain
physical access to SCADA components, potentially leading to unau-
thorized control or disruption of power distribution[21].

4.6 Smart Meters

• Smart meters communicating over wireless network (3G/4G) may be
vulnerable to eavesdropping if encryption is weak or absent. Attack-
ers can monitor transmission patterns to infer information about power
consumption and user presence[22].

• The CAT policy lets smart meters send data only after major power
use changes, making communication patterns predictable. Attackers
can exploit these predictable patterns to infer information about power
consumption and user presence.

• Attackers with access to the firmware update mechanism could upload
customized firmware containing malware. This could give them control,
allowing them to manipulate readings or measurements[23].

• Attackers identify weak smart meters by analyzing network structures
and intercepting unencrypted wireless communications. By using wire-
less sniffers or gaining physical access, they analyze data and security,
then craft fake packets to alter meter readings[24].
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5 Mitigation Strategies

5.1 Can Protocol

Attack Type Mitigation Strategies

Sniffing Attacks
(Eavesdropping)

Encrypt CAN messages (AES-128/256), use
Secure CAN Protocols (CANsec, CAN FD

Secure), implement Message Authentication
Codes (MACs), segment the CAN network,

disable debug ports on ECUs.

Frame Falsifying
(Spoofing/Injection)

Use Message Authentication (HMAC,
CMAC), implement sender-receiver pair
authentication, whitelist valid CAN IDs,

secure key management (HSM, TPM), use
ML-based IDS for anomaly detection.

Denial-of-Service
(DoS)

Implement rate limiting (throttle messages),
use priority-based filtering, monitor bus load
for excessive traffic, maintain redundant CAN

channels, harden ECUs against message
floods.

Bus-Off Attacks (ECU
Isolation)

Implement auto-recovery policies, use
watchdog timers for ECU resets, detect

abnormal error frames, ensure redundant
ECUs for critical tasks, secure boot &

firmware updates.

Table 4: Mitigation Strategies for CAN Bus Attacks[25][26][27].

Figure 5: OSI Model Secured
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5.2 3G/4G

Attack Type Mitigation Strategies

MitM via Rogue
Access Points /
Compromised

Networks

TLS 1.2/1.3 encryption for SCADA/EVCS
communications, certificate pinning, network
segmentation, IDS for rogue AP detection,
MAC/port security on switches.

Weak Authentication
in 3G/4G Backhaul

Multi-Factor Authentication (MFA), strong
password policies (NIST SP 800-63B), IPsec
VPNs over cellular networks, Zero Trust Ar-
chitecture (ZTA).

Interception/Modification
of Pricing Data

Blockchain-based integrity checks, digital sig-
natures (ECDSA) for pricing updates, secure
APIs (OAuth 2.0 + JWT) for CMS-EVCS com-
munications.

Input Validation
Exploits

(SQLi/Command
Injection)

Input sanitization (OWASP guidelines), Web
Application Firewalls (WAFs) for CMS, least-
privilege access control for database queries.

Table 5: Mitigation Strategies 3G/4G EVCS Security Threats[28][29][30].

Figure 6: 3G/4G EV ecosystem
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5.3 LAN(Local Area Network)

Attack Type Mitigation Strategies

Exploitation of
Remote Services
(MITRE T1210)

Zero Trust Architecture (ZTA), regular patch
management, network segmentation using
IEC 62443, vulnerability scanning with Nes-
sus/OpenVAS.

Internal
Spearphishing
(MITRE T1534)

Email/domain hardening (DMARC/D-
KIM/SPF), phishing simulations, behavioral
analytics (UEBA tools).

Remote Service
Session Hijacking
(MITRE T1563)

MFA for remote access (FIDO2/TOTP), ses-
sion encryption (SSHv2, disable Telnet), IP
whitelisting with NAC solutions.

BlueKeep
(CVE-2019-0708)

Exploitation

Apply Microsoft’s CVE-2019-0708 patch, dis-
able RDP if unused, network segmentation
via VLANs/firewalls.

Table 6: Mitigation Strategies for Remote Exploitation Threats[31][32][33][34].

Figure 7: Bluekeep Exploit
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5.4 Charging Management System (CMS)

Attack Type Mitigation Strategies

CWE-284: Improper
Access Control

Role-Based Access Control (RBAC) with
fine-grained permissions, OpenID Connect
(OIDC)/SAML, Zero Trust Architecture (NIST
SP 800-207), OCPP-JSON/WebSocket vali-
dation.

CWE-923: MitM
Attacks on OCPP
Communications

TLS 1.3 encryption with mutual TLS (mTLS),
certificate pinning, ECDSA/EdDSA for mes-
sage integrity, IDS/IPS deployment for OCPP
traffic.

Connection Flooding
(DoS via Phantom

EVCS)

Rate limiting (5 connections/IP), Kubernetes
Ingress or NGINX enforcement, ML-based
anomaly detection, unique session tokens per
connection.

CWE-654: Weak
EVCS ID

Authentication

Multi-Factor Authentication (MFA) for EVCS
registration, HSM/TPM for key storage, ISO
15118 Plug & Charge for cryptographic au-
thentication.

Table 7: Mitigation Strategies for CMS[35][36][37].

Figure 8: Zero Trust Architecture
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5.5 Local Power Distribution Unit (Including SCADA)

Attack Type Mitigation Strategies

Lack of Encryption in
DNP3/Modbus (Inter-
ception/Modification)

Use DNP3 Secure Authentication (SAv5) with
AES-256 (IEEE 1815-2012), Modbus/TCP
with TLS, IPsec VPNs for RTU-control cen-
ter connections, MACsec (IEEE 802.1AE) for
LAN encryption.

Weak Authentication
(Spoofing/Admin

Access)

Implement X.509 certificates for RTU/PLC
authentication (IEC 62351-3), use HSMs for
key storage (FIPS 140-3), enforce MFA with
smart cards + PINs.

Poor Network
Segmentation (Lateral

Movement)

Apply Zero Trust Architecture (ZTA) with mi-
crosegmentation (Tofino firewalls, Cisco ISA-
3000), enforce Software-Defined Perimeters
(NIST SP 800-207), use unidirectional gate-
ways (e.g., Waterfall Security).

Outdated SCADA
Firmware (Physical

Access Risks)

Automate patch management (e.g., Siemens
SINEC PDM), implement tamper-evident
seals on RTUs/PLCs (NERC CIP-006), en-
force Secure Boot + TPM 2.0 for firmware in-
tegrity.

Table 8: Mitigation Strategies for SCADA Security Threats[38][39]

Figure 9: DNP3 Secure Protocol
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5.6 Smart Meter Security

Threat Mitigation Strategies

Eavesdropping via
Weak/No Encryption

Use AES-128/256 encryption for smart meter
communications (IEEE 802.15.4g), TLS 1.3
for backhaul (3G/4G) connections, and link-
layer security (LoRaWAN AES-128).

Predictable
Communication

Patterns (CAT Policy)

Implement randomized reporting intervals,
apply differential privacy for aggregated data
(NIST IR 8278), and use Poisson-process-
based transmissions to disrupt predictability.

Malicious Firmware
Updates

Enforce code signing (ECDSA P-256), imple-
ment Secure Boot with TPM 2.0/HSM-based
root of trust, and enable rollback protection
against downgrade attacks.

Physical/Wireless
Attacks

(Sniffing/Spoofing)

Deploy RF shielding (Faraday cages), use
wireless intrusion detection (Wireshark + cus-
tom plugins), and detect MAC spoofing via
RSSI fingerprinting.

Table 9: Mitigation Strategies for Smart Meter Security Threats[40][41][42][43].

Figure 10: Smart meter using LoRaWan
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6 Conclusion

The integration of EV charging with the smart grid introduces cybersecurity
risks like unsecured protocols, outdated SCADA authentication, and vulner-
able smart meter communication. Key defenses include encryption (AES-
256, TLS 1.3), Zero Trust, multi-factor authentication, and AI-driven threat
detection. Collaboration guided by standards like ISO 15118 and IEC 62351
is crucial to address these challenges.

7 Future Works

Focus on quantum-resistant cryptography, AI-driven threat detection, and
blockchain-based OCPP authentication. Strengthen 5G-edge computing
security and explore RF fingerprinting for device identification. Standardize
OTA update frameworks, improve V2G resilience, and adapt defenses for
renewable energy fluctuations. Promote human-centric training and foster
collaboration to balance sustainability with robust cybersecurity.
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